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TAt ca cac target (domain) st dung trong budi trinh bay déu dwoc lwa chon mot cach ngau
nhién v&i muc dich demo phwong phap. Chang téi khéng chd'y nham vao bat ctv ca
nhan/tb chirc ndo.

Cac ky thuat sir dung déu khai thac cac thong tin cdng khai va khéng xam pham, xam nhap
hodc chiém quyén diéu khién bat c(r muc tiéu nao.

Cac muc tiéu chi dwoc str dung duy nhat cho muc dich hoc tap, néu cac ca nhan/td chire
nao loi dung thong tin trong budi thuyét trinh dé gay hai cho muc tiéu sé phai tw chiu hoan
toan trach nhiém trwédc phap luat.

Cudi cung, chiing to6i xin thanh that xin 16i vi bat ctr sw bat tién ndo da gay ra cho cac
website muc tiéu.



\ Mo hinh CloudFlare
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Mo hinh CloudFlare

Reverse Proxy dirng gitra ngwdi dung (Client) va Web Server (Backend)

Forward cac HTTP request hop 1& tir ngudi dung vé Backend

WAF

CDN, Caching Server

Khong forward cdc TCP/UDP/ICMP ... connection (trir cac goi cao cAp nhw Magic Transit,
Spectrum - khéng nam trong pham vi bai hém nay)

e Tham kh&o thém phan "Co ché hoat dong ctia CloudFlare" tai :
https://blog.vietnix.vn/chong-ddos-bypass-cloudflare-bang-csf-p1.html



https://blog.vietnix.vn/chong-ddos-bypass-cloudflare-bang-csf-p1.html

Kién thdc lién quan

e Virtual Host: 1 IP chay nhiéu Website
Default Virtual Host: khi truy cap vao 1 domain chwa dwoc khai

e Truycapvao Virtual Host théng qua IP bang curl
o Get content:
o GetHeader:
o  Khoéng check Cert:

e hosts file: tréd 1 domain vé 1 IP cu thé nhwng chi ¢ tac dung trén may dwoc cau hinh

e dig: twong tw nslookup - dung dé query DNS

e NS =Nameserver: may chu chira DNS record clia domain
Registrar: Nha dang ky tén mién
e whois: kiém tra thong tin tén mién



TRUY VET BANG KY THUAT \



e Demo:

e Nguyén nhan:
o Khoéng thay dbi/xéa bé MX record mac dinh dwoc import vao CloudFlare
o St dung mail server trén chinh server chay web
e Cach khac phuc:
o Xo6a bd MX record néu khéng st dung.
o St dung cac dich vu email cia bén thir 3 khac: Gmail, Outlook, Zoho
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e Nguyén nhan:
o Khoéng thay dbi/xéa bé MX record mac dinh dwoc import vao CloudFlare
o St dung mail server trén chinh server chay web
e Cach khac phuc:
o Xoéa bd MX record néu khéng s dung.
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e Demo:

e Nguyén nhan:

o  Khéng thay dbi/xéa record clia cac subdomain.

o Khong cau hinh subdomain chay qua CloudFlare

o  Subdomain khéng qua CloudFlare va dung chung IP v&i Website
e Khac phuc

o Xodarecord ctia cac subdomain khéng st dung

o CAu hinh toan bd subdomain chay qua CloudFlare

o St dunglPriéng cho cac subdomain
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e Demo:

e Nguyén nhan
o Khéng remove records & Nameserver cii sau khi chuyén qua dung
Nameserver cua CloudFlare
e Cach khac phuc
o Remove hét records lién quan domain & Nameserver cii



e Demo:
- Dwa vao SOA record:
- Whois registrar NS:
e Nguyén nhan
o Khoéng xdéa cac DNS records khi str dung NS mac dinh clia Registrar sau khi
chuyén qua CloudFlare
e Khéac phuc
o  Xba cac DNS records & Nameserver cii khi chuyén qua dung CloudFlare



e Demo:
e Nguyén nhan:
o Sl dung email server trén cung Web Server dé glvi ra ngoai.
e Cach khéac phuc:
o Dung dich vu gri email ctia bén th&r 3 nhw: Gmail, Outlook, Email
Relay
o Tach server gi¢ri mail va server web ra riéng.



DKIM- Slgnature a=rsa- shaZS6 V= 1 c=relaxed/relaxed; d=pxhuxsj.site; q=dns/txt; s=mx;
t=1618286084; h=Content-Transfer-Encoding: Content-Type: MIME-Version:
Message-ID: Subject: Reply-To: From: To: Date: Sender: X-Feedback-Id;
bh=Bpes4feKuBgIvpfKflz/Rj24pbKNsKxdKfcGOPmXUi0=; b=1hXdhMjGQIXnthck9IMVFXbnJ8/6KDbh9uaoAMVBOQnaVLsWwYmymp
SROKHOUgH1cnXqawvy45gVaml5Zo7eRX/UCn0B8BXRmzQVYKbt tGWeHDzKPuqYVPwrw+92K1
RtfcXv//UEDN1510X3VpUZHBFX8=
DKIM-Signature: a=rsa-sha256; v=1; c=relaxed/relaxed; d=mailgun.org; g=dns/txt; s=mg;
t=1618286084; h=Content-Transfer-Encoding: Content-Type: MIME-Version:
Message-ID: Subject: Reply-To: From: To: Date: Sender: X-Feedback-Id;
bh=0pes4feKuBgIvpfKflz/Rj24pbKNsKxdKfcGOPmXUiB=; b=Xmgky4Fa2FTyKSoVrQ3AbCV3jiDNuiqYOkwQy0OGWDs166+GLznhQ
BEV2ZtCbzIdi2i090kk1+80EoqtZoiKSgcG5]YQk30etGzZX8hNUICNX28V615ivuq/ghdAV
08umNXF3Kiqrlf91P7iDc24/j18=
X-Feedback-Id: 5f33af8e18502a9587654d95:mailgun
X Mallgun Sendlng Ip: 69. 72 42.5

607515f62cc44d aea7fbbla (ver51on-TL51 2

cipher=TLS ECDHE RSA WITH AES 128 GCM SHA256); Tue, 13 Apr 2021 03:54:30
GMT

Sender: nk=kswor.com@pxhuxsj.site




Trigger Ping

e Demo:

o trigger ping & tcpdump to capture ICMP packet
e Nguyén nhan:

o  Thwec thi Iénh trén server chay web
e Cach khac phuc

o



Trigger Pingback (XMLRPC) - WordPress

° Demo:
Str dung Remote URL (c6 thé dung iplogger.org hodc canarytokens.org)
o St dung Curl , Burp Suite ho&c bat ky Web proxy software nao cé kha nang intercept request
o Payload v&i Burp Suite: https://pastebin.com/ZeuNMWT{
o Payload v&i Curl: https://pastebin.com/14svwfCt
e Nguyén nhan:
° Tinh nang pingback ctia WordPress
° Khac phuc:
o Gidihan truy cap dén xmlrpc.php

Thém ma sau vao tép .htaccess dé fix van dé nay (Con nhiéu cach nira)
<Files xmlrpc.php>

Order Allow,Deny

Deny from all

</Files>


https://pastebin.com/ZeuNMWTf
https://pastebin.com/14svwfCt

Trigger Pingback (XMLRPC) - WordPress

zero2hero@vietnix. I1$ cat test.xml
<7xm1 version="1. 0" encodlng-"lso -8859-1"7>
<methodCall>
<methodName>pingback.ping</methodName>
<params>
<param>
<value>
<string>http://blog.vietnix.vn/</string>
</value>
</param>
<param>
<value>
<string>https://quantrilinux.vn/hello-world/</string>
</value>
</param>
</params>
</methodCall>




Trigger Remote Image

e Demo:
o Update Avatar str dung Remote URL (cé thé dung iplogger.org hodc
canarytokens.org)
e Nguyén nhan:
o Server GET image from remote resources
e Cach khac phuc

(@)



Shodan + Censys + Dnsdumpster + Securitytrails
+Fofa.so + ZoomEye

Shodan demo:

Shodan favicon hash: http.favicon.hash:1179099333 (Youtube.com/favicon.ico)
Shodan Google Analytics Tracking Code: http.html:UA-187441274-1 (GA cla
Hackthebox.eu)

Censys http header Cloudflare: 80.http.get.headers.server: cloudflare

Demo Censys IPv4: parsed.names: and tags.raw: trusted
(parsed.names: domain name to be resolved tags.raw: trusted: Display valid
content)

Demo Censys SSL certificate:

Demo Dnsdumpster:

Demo Securitytrails:

Demo Fofa:

Demo ZoomkEye:



Vai tips khi cau hinh

Luon luén xéa cac DNS records cii/ khong sty dung.

Cén than v&i cac subdomain, MX record.

Khi chuy&n domain qua CF, néu trwdc d6 da chay IP trwc tiép thi nén dbi IP méi.

C4u hinh Network Firewall (Layer 3/4) chi accept HTTP connection tir cac range IP cla
CloudFlare.

Ludn luén cau hinh Default Virtual Hosts

S& dung Fake (Self-signed v&i domain random) cho Default Virtual Hosts + Website &
Backend.

Tat hodc thay thé cac tinh ndng dwoc x(r ly trén server cé thé bi trigger b&i ngudi
(plngback xmlrpc php, Email, Ping, Remote Image ...)

An version ctia Nginx, Apache. Thay thé ndi dung ctia default webpage ctia Apache hodc
Nginx.

Dung mét cloud load balancer nhw: Amazon ELB

Dung Argo Tunnel cia CloudFlare



THANK YOU!
Documented by Nguyén Hung - Quan tri Linux

& Hieupc - ChonglLuabDao.Vn



